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ABSTRACT

Using active techniques to measure networks, that is by in-
jecting probe packets, has proved to be quite challenging for
properties beyond simple end-to-end delay and loss. Some
of the greatest difficulties have resulted from our inability
to design techniques robust to multi-hop queueing effects.
This difficulty is only compounded by the need to keep mea-
surements non-intrusive, that is to minimally affect ongoing
data flows. In this paper, we show that novel network prim-
itives based on hop-dependent priority queueing are very
effective in addressing these challenges. By enabling these
primitives, network operators can perform a variety of active
measurements accurately. Such measurement-friendliness
results from many factors including ease of applying fun-
damentally single-hop methods, better measurement capa-
bilities, and easier clock synchronization. Other advantages
of our architecture include ease of deployment, simplicity,
low overhead and generality, i.e., no constraints on schedul-
ing policies for data packets. We also discuss the challenges
faced, for example, in coping with small but unavoidable
inaccuracies and with exposing the primitives to end-users.

Categories and Subject Descriptors

C.2.3 [Computer-Communication Networks|: Network
management; C.4 [Performance of Systems]: Measure-
ment techniques

General Terms

Design, Management, Measurement, Performance.
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1. INTRODUCTION

In recent years, the shortcomings of the current Inter-
net architecture in allowing accurate measurements have
become painfully obvious. Much work has been done on
developing passive measurement infrastructures that use ap-
propriate data collection mechanisms at some or all routers
[22]. Active measurements, which use the delays and losses
experienced by actively-injected probe packets, are an al-
ternative way of measuring networks. However, they have
traditionally [22] been viewed as inaccurate for all but the
simplest tasks and mostly for end-users who cannot access
measurement data collected at routers.

In this paper, we seek to understand if and how the accu-
racy of active measurements can be improved. Most prior
works are focused on designing active techniques under the
current network architecture. We investigate the converse
problem - how can existing networks be converted into Mea-
surement Friendly Networks (MFNs), i.e., networks in which
a variety of active measurements can be accurately per-
formed. Unlike some previously-proposed network primi-
tives [13, 16] that essentially allow probe packets to access
clock information from individual routers, our goal is to use
forwarding primitives based on the data plane. We focus
on the estimation of end-to-end and per-hop performance
metrics of unicast paths. These include delays [18], losses
[20], queueing delays [5], busy periods [7], cross-traffic [15],
capacities [5, 11, 17] and available bandwidth [4, 9, 21].

We start by using prior works to understand why it has
been challenging to obtain accurate estimates via active
measurements. For all but directly observable end-to-end
metrics, the most difficult challenges arise from multi-hop
queueing effects. For instance, IP-layer capacity estimation
techniques such as Capprobe [10] need to send multiple pairs
of back-to-back probes hoping that at least one of the pairs
encounters no queueing from cross-traffic at all hops. Most
available bandwidth techniques (for example, [9, 21]) and
delay-based congestion control algorithms such as TCP Ve-
gas [4] are also affected by multi-hop queueing effects [12].
Such effects also make it difficult for techniques which are
fundamentally based on single-hop models or heuristics, to
make the transition to multi-hop paths. This is fundamen-
tally due to the fact that careful probe design is disturbed or
even thwarted by queueing effects over the upstream nodes,
and over the downstream passage to the receiver, the infor-
mation encoded in probe delays is distorted in a highly non-
linear fashion, or even entirely wiped out. Examples where
this is important include techniques to estimate per-hop



round trip times (traceroute), capacities [5, 11, 17], queueing
delays [5], cross-traffic [15], and bottleneck locations [8]. Ro-
bustness to multi-hop queueing effects is only complicated
by the need to keep measurements as non-intrusive as pos-
sible. Recent work [12] showed such a trade-off for the case
of available bandwidth estimation.

Motivated by the above discussion, we investigate how
robustness to multi-hop queueing and non-intrusiveness can
be addressed. We show that this can be naturally achieved if
measurement packets are endowed with hop-dependent pri-
orities (data traffic has normal priority). Priorities higher
than normal priority allow probes to bypass undesirable
queueing effects while probes with lower priority (than nor-
mal packets) are not only non-intrusive, but also intrinsically
measure the normal data queue because they are transmit-
ted only when the latter is empty. We use hop-dependent
priorities to design our MFN architecture and show that it
enables a wide range of accurate per-hop and end-to-end
active measurements.

Our MFN architecture simplifies network management by
making it possible to exploit the unique advantages of ac-
tive measurements, namely, their ability to directly measure
what normal data packets experience and ease of deploy-

ment /use, without compromising measurement accuracy. More-

over, our architecture is quite general because it does not
constrain the scheduling policies of normal data packets.
One limitation is that non-preemption and cross-traffic per-
sistence results in measurement inaccuracies and biases which
remain inherently difficult to counter. However, we derive
upper bounds on these biases and show that, often, they can
be overcome or ignored. We also discuss additional questions
related to exposing our proposed primitives to end-users and
multiple simultaneous measurements.

This paper is organized as follows. In Section 2, we discuss
our goals and assumptions, motivate hop-dependent priority
queueing, and provide an overview of our proposed MFN ar-
chitecture. In Section 3, we describe how various metrics can
be measured in our proposed MFN architecture, and discuss
how non-preemption and cross-traffic persistence generate
measurement errors. Important issues related to practical
deployment are discussed in Section 4. We summarize and
present future directions in Section 5.

2. OVERVIEW

In this section, we state our goals and assumptions. Then,
we show how priority queueing is a natural choice for ad-
dressing the main challenges of active measurements. We
end by providing an overview of our MFN architecture.

2.1 Goals and Assumptions

In the previous section, we used prior work to motivate
the need for mechanisms that address issues related to multi-
hop queueing effects while controlling intrusiveness. Prior
works (for example, [5, 8, 17]) have exploited TTL-expiry
and ICMP generation to deal with the multi-hop nature
of paths. Since the original rationale behind these primi-
tives was network stability and error reporting, their util-
ity is limited. Mahajan, et al. [16] suggested augmenting
the timestamping mechanisms in ICMP for better user-level
(fault diagnosis) measurements. Such mechanisms essen-
tially provide access to data collected at routers and do not
completely address the effect of multi-hop queueing on esti-
mation bias. Luckie, et al. [13] proposed similar mechanisms

in a new measurement protocol, IPMP. Approaches such as
these allow routers to provide more information to probe
packets. In contrast, we investigate dataplane mechanisms
that only forward measurement packets differently from nor-
mal data packets.

Network architecture design necessarily assumes a willing-
ness for change. In recent years, security problems and com-
petitive concerns have caused network operators to make
their networks less transparent by, for instance, filtering
ICMP messages. Yet, MFN architectures, which are more
transparent, are of practical interest if they allow network
operators to better measure their own networks. Moreover,
the push for reduced transparency has not been universal
especially in non-commercial networks. End-user access to
better measurement primitives are also of interest to opera-
tors provided they can control access to them, and they are
non-intrusive.

We assume that all the queues are visible at the IP layer.
This is not true with networks that use MPLS. The impact of
MPLS and similar technologies is out of the scope of this pa-
per. However, given the use of non-FIFO schedulers today,
we do not desire, and do not assume, any restriction on the
scheduling of normal data traffic. The metrics that we con-
sider are end-to-end and per-hop. They measure queueing
delays, minimum delay, jitter, busy period durations, losses,
capacities, cross-traffic and available bandwidth. Moments
of these metrics, detailed statistics and even joint statistics
are of interest. Later, we briefly comment on network-wide
metrics such as traffic matrices and finer metrics such as
flow size distributions.

2.2 Design Motivation

We consider multi-hop queueing effects and non-intrusiveness,

and develop network primitives based on priority queueing
that naturally address these two challenges.

Consider the problem of estimating the queue sizes seen by
normal data packets on the hops of a multi-hop path. For a
single hop, the delay of a probe is proportional to the queue
size of that hop. However, on a multi-hop path, the end-to-
end delay includes the sum of the queue sizes over all hops.
Hence, the single-hop technique based on end-to-end delay
is not easily extended to multi-hop paths. Even if a multi-
hop path contains a single predominant bottleneck (with
much larger queues than the other hops), the noise from the
other hops cannot be quantified. The single-hop technique
is applicable, though, if probe packets experience queueing
delay only at a single, specified hop h of the path. This
is possible if probes are treated with higher priority than
data traffic at all hops except h. In other words, such hop-
dependent priority queueing endows measurement packets
with a hop isolation property.

Next, consider the challenge of non-intrusive measure-
ments. By definition, non-intrusiveness is achieved if probes
do not cause the forwarding of normal data packets to be
affected. This motivates a priority-queueing primitive op-
posite to the one above, namely, assigning lower priority to
probes. Low priority packets possess what we refer to as
the inherent measurement property. This is because a low
priority packet is transmitted only when there is no normal
priority packet and therefore, its transmission time corre-
spond to the onset of what would have been idle periods of
the normal data queue of the unperturbed system (without
probes).



2.3 Measurement-Friendly Network Architec-
ture

The above discussion motivates us to use hop-dependent
low and high priority queueing for our MFN architecture.
Data traffic is considered to have normal priority and hence,
data packets are also called N-packets. Measurement pack-
ets may be treated with high, normal or low priority at
each hop and the priority at different hops need not be the
same. Thus, at each hop, a probe packet is a H-probe, N-
probe or L-probe respectively. We use a string of letters from
{L,H, N} to denote the priorities of measurement packets
along a path. The first letter indicates the default priority
and uses the subscript d to denote this. The rest of the let-
ters apply to individual hops, specified by a subscript, and
represent exceptions to the default. For example, HyN2Ls
denotes that a measurement packet has high priority at all
hops except hop 2 and 5 where it has normal and low prior-
ity respectively. We use priority queueing in the strict sense,
namely that packet transmission follows the order H, N, L,
and packet dropping occurs in the order L, N, H.

3. MEASUREMENT TECHNIQUES

In this section, we investigate what can be measured using
one of high, normal or low priority at a hop h and (apply-
ing the hop isolation property) using high priority at every
other hop. These simple scenarios provide insights into how
more complicated measurements can be performed. We as-
sume a single measurement entity and the ability to signal
hop-dependent priorities. For this section, we use ns-2[1]
to simulate the topologies shown in Figure 1. Cross-traffic
arrives at Poisson epochs. By default, we use a packet-size
distribution that is trimodal with the three modes located
at 40, 576 and 1500 bytes.

Probe Probe Probe Probe

Source Destination Source Destination
—— — — —
10Mbps 8Mbps 10Mbps 8Mbps

1-Hop Persistent Cross—traffic 2-Hop Persistent Cross—traffic
Figure 1: The two-hop systems we use - 1-hop (left)
and 2-hop persistent (right) cross-traffic.

3.1 Minimum End-to-End Delay

Consider a Hg-probe in our MFN architecture. Such a
probe is given high priority by all hops, and hence should
not see any queueing from normal data traffic (a caveat to
this is discussed shortly). Since we are assuming a single
measurement entity, such probes would not see any queue-
ing from other Hg-probes as long as they are widely spaced.
Thus, Hg4-probes of size p can be used to estimate the min-
imum end-to-end delay d along a path, which is the sum of
the propagation time (D;) and probe size dependent trans-
mission time (p/C;) over all hops:

d(p) = ZDZ- “’Z 1/C; (1)

In the current network architecture, large numbers of probes
may be needed to estimate d(p) reliably, and it cannot be ob-
served at all if one or more hops are persistently congested.

The ability of Hg-probes to access minimum delays has
many uses (see Table 1), both in a per-hop sense as we de-
scribe later, and for paths. An important one is clock syn-
chronization. Synchronization algorithms rely on success-
fully filtering out one-way delay and/or round-trip variabil-
ity, which effectively distorts the timestamps received over
the network from the reference clock. By eliminating this
variability, H4-probes will greatly enhance synchronization
accuracy and robustness [23]. Given the pervasive need for
clock synchronization, network operators could provide it as
a service to customers in our MFN architecture.

Another important application is in delay-based TCP, where
the accuracy of estimates of minimum delays directly influ-
ences the stability and performance of the flow control. A
“TCP friendly” network service could be provided whereby
each flow would be allowed (from time to time only, to avoid
abuse) to use a Hq probe to access minimum delays. Par-
ticipation would be optional and the benefits independent
of other users.
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Figure 2: CDFs of end-to-end delay of Hi-probes
of size 100 and 1000 bytes under 1-hop and 2-hop
persistent cross-traffic scenarios. Gray vertical bars
are the true minimum end-to-end delay.

In Figure 2, we plot the CDF of delays experienced by
H-probes along the two-hop paths of Figure 1. The four
distributions clearly separate into two groups according to
the p dependence from Equation 1. However, there are two
important additional observations which we now expand on:
not all probes experience the minimum delay, and the CDF
is influenced by the persistence properties of the cross-traffic.

3.1.1 Non-Preemption

Although the spread of values for each CDF in Figure 2
is narrow, clearly not all packets experience the minimum
delay. The reason for this is non-preemption: at each hop,
any packet already being serialized (if any) must complete its
transmission before the Hg-probe can begin its own, causing
the probe delays to suffer a non-negative noise component,
€. Non-preemption also causes in-transmission L-packets to
be intrusive by delaying N-packets.

For a Hg4-probe on a n-hop path, non-preemption noise
will be 0 if the probe packet encounters no data packets on
any hop. An upper bound corresponds to a probe arriv-



ing just after the largest packet (of size pmaz) at each hop.
Hence € takes values in

Pmax Pmax
0,———+ ...+ ———| . 2
e€ |0, C +...4 . (2)

Thus, noise is mostly due to the lowest-speed links on a path.
For instance, assuming a maximum packet size of 1500 bytes,
a 100Mbps link would contribute noise up to 120us whereas
a 2.4Gbps link would contribute less than 5us. Details of the
probability distribution depends on various factors including
cross-traffic packet sizes, arrival processes and persistence.

There are two important points here: First, the range
of the noise is bounded, and the bound could be roughly
estimated in practice reasonably easily. Second, the noise
range in practice will in general be much lower than the
bound, and will be far narrower than typical delays in the
current architecture, where the full queue size is summed
over each hop, rather than simply residuals of (at most) a
single packet at each. Although the probability of actually
achieving the minimum delay is in fact essentially the same
in both architectures, the greatly reduced noise range when
using Hg4-probes should enable minimum delay estimates to
be reliably obtained using very few probes.

3.1.2 Cross-traffic Persistence

Our second observation is that the CDF's in Figure 2, gen-
erated using the same path, capacities, probe stream and
cross traffic rate, depend on the cross-traffic topology, that
is, on cross-traffic persistence. Consider the probability of
observing zero non-preemption noise on a path. With 1-
hop persistent cross-traffic, cross-traffic arrival processes at
consecutive hops are independent. Hence, this probability
is given by I, (1 — pp) where pj, is the utilization of that
hop. With persistent cross-traffic, however, the queue oc-
cupancy at consecutive hops is dependent. For example, if
a probe finds the first hop empty, it is more likely to find
subsequent ones empty, increasing the probability of seeing
the minimum delay, in agreement with the results of Fig-
ure 2 for both the p = 100 and p = 1000 groups. Moreover,
this dependence causes € to be dependent on probe size. To
see why, consider our 2-hop persistent topology. Assume
that the second hop has an empty queue, and the first hop
is transmitting a 576-byte data packet which delays a Hg4-
probe just arriving. The latter will be delayed by the same
data packet at the second hop, to an extent depending on its
size (and the ratio of the capacities of the two hops). The re-
sulting dependence is easily observed in Figure 2 where the
CDFs corresponding to the two 1-hop persistent cases are
identical up to a simple horizontal translation (correspond-
ing to the difference in probe transmission time), whereas in
the 2-hop persistent case the CDF shape actually changes
with packet size.

3.2 Per-hop Queueing

Consider sending a HyNp-probe. This probe experiences
normal queueing delay at hop h and experiences only non-
preemption noise at other hops where it has high priority.
Thus, these probes allow queueing delays at individual hops
to be measured (see Table 1).

In Figure 3, we plot the true and measured CDFs of queue
sizes at the second hop of the topologies shown in Figure 1.
For reasons to be explained soon, we use 1500 byte cross-
traffic packets only. To calculate the queue sizes encoun-

tered by probes at the second hop, we took a set of delay
measurements using HgzNa2-probes, and subtracted the min-
imum value found over the set from each member. We used
the Ground Truth Calculator (GTC) [2, 14] to calculate the
true CDFs of queue size. The true and estimated CDF's dif-
fer from each other. Suspecting non-preemption to be the
reason, we plot the “noisy” versions of the true CDF's too.
These noisy versions are obtained by convolving the true
CDF with the non-preemption noise at the first hop given
by a uniform distribution between 0 and the transmission
time of a 1500-byte packet. We see that the noisy CDF co-
incides with the measured CDF in the 1-hop persistent case,
confirming as we expect that, up to non-preemption noise,
the queue size at the second hop can be extracted using such
probes in this case.
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Figure 3: CDFs of estimated queue sizes at the sec-
ond hop using HiN>-probes under 1-hop and 2-hop
persistent cross-traffic. The gray curves represent
the true CDF's along with non-preemption noise.

With 2-hop persistent cross-traffic, the noisy version and
true CDF do not coincide, because of the inter-hop de-
pendence. Formally, if Qr() represents the time-dependent
queue size of hop h, then we would like our H4N,, probes to
reach hop h at times T;. In practice, non-preemption causes
the probes to reach hop h at different times and also, adds a
non-negative error to the observed delay. Thus, we use the
following approximation -

Qn(Ti) = Qr(Ti + €n,1) + €n1 + €n2 (3)

where €p,1 is the non-preemption noise until and exclud-
ing hop h and €p,2 is the noise from hop h + 1 onwards.
Each of these have a range of the form of Equation 2. The
Qr(.) terms will have the same distribution if cross-traffic is
1-hop persistent in which case only non-preemption noise
is an issue. With k-hop persistent cross-traffic however,
an unavoidable sampling bias results. Persistence and non-
preemption together cause this bias. Neither of them alone
can cause it.

By how much do Qx(T;) and Qn(Ti + €1) differ? Con-
sider a two-hop path for which €1 iS Pmaz/Ci. The only
2-hop persistent cross-traffic that can arrive at the second
hop in (T, T + €1) is the in-transmission packet at the first
hop. Thus, assuming that all cross-traffic at the second



Metric

MFN Method

| Brief Description

Minimum
end-to-end delay

H 4-probes

Isolate queueing delays, e.g., TCP Vegas [4].
Eliminate path variability: simplifies clock synchronization.

Per-hop delay

H Ny -probes

Per-hop congestion information. Routing decisions by operator and end-users.

Per-hop “jitter”

H 4 Np-pair

Probes separated by time t. Determine if VolP, etc., can be routed through hop.

Cross-traffic [15]

H4Np-pair

Ideal for methods not requiring fine timing, e.g., cross-traffic CDF [15]

Capacities [5, 10]

H4Np-probes

For narrow-link estimation, e.g., [10, 11, 17]

Per-hop (remaining)
busy period [7]

HyLj-probes

Indicator of cross-traffic “burstiness”, i.e., how long congestion lasts.
MFN method measures the remaining duration of busy period.

Per-hop 2 H,Ljp-probes Inter-probe times ¢1 and to. If HyNp-probe is received before, between or after
busy period [7] and a HyNjp-probe | other two, busy period duration is in (t1 + t2,00), [t1,t1 + t2) or [0, ¢1) respectively.
Losses H 4 Np-probes Loss rate at hop h using, say, [20]. Receipt of HyLp-probes implies hop h not

HgLy-probes

continuously congested. Useful with equation-based congestion control [6].

End-user perceived
busy period

2 NgLp-probes
and a Ng-probe

Same as above except reordering tells us if packets sent ¢ units apart would share busy
period at hop h. Indicates if new packet can be sent without causing more congestion.

Worst-case L 4-probes Completely non-intrusive. Delays are sum of remaining busy period duration
congestion at all hops. Receipt of probes indicates no continuously congested hop.
Available L 4-probes Use output rate for non-intrusive estimation of available bandwidth.

bandwidth [9]

Applicable for bottleneck detection [8]. Similar to [19].

Table 1: Some illustrative measurement methods in our MFN Architecture split into three classes.

The first shows how single-hop

methods can be used with multi-hop paths. The second show how low-priority queueing at a hop inherently measures it. The third

shows what can be achieved without high-priority anywhere.

hop is 2-hop persistent, the difference between Q(T;) and
Qnr(T; + €1) is not more than the transmission time of a
maximum-sized packet; This is confirmed in Figure 3 in
which the true and probed CDFs are shifted only by 1.2ms,
the transmission time of a 1500-byte packet. On a 3-hop
path, a probe, which is delayed by an in-transmission 3-hop
persistent cross-traffic packet, can get transmitted before
that cross-traffic packet at the second hop especially if it
is small. Thus, in-transmission packets at one hop can be
effectively preempted at a later hop and the bias need not
accumulate. We believe that the resulting inaccuracies due
to persistence, for per-hop queueing and other per-hop met-
rics, are similar to Equation 2 and are currently working on
showing if and when this is true.

3.3 Per-hop Busy Periods

Another indicator of congestion is busy periods at hops.
These represent time intervals during which the queue is
not empty [7]. In MFNs, busy period statistics can be esti-
mated using (low priority) L-probes. In a single-hop case, an
L-probe would be transmitted only when the current busy
period ends. Thus, they measure the remaining duration of
a busy period from an arbitrary point in time. This can
be generalized to multi-hop paths by sending H4Lp-probes.
Due to lack of space, we do not show these results. They
are present in [14]. As with per-hop queueing delays, non-
preemption noise and bias due to persistence also affect these
measurements.

Many other methods to measure delay, loss and bandwidth-
related properties can be performed in MFNs. Due to lack
of space, we briefly describe some of them in Table 1 (see
[14] for a more detailed discussion). We divide them into
three classes. The first shows how a variety of known and
newer single-hop methods can be adapted to measure tar-
geted hops. The second class illustrates the intrinsic mea-
surement ability of low priority queueing. The third class
shows what can be done without using high priority. Thus,
these can be exposed to end-users without any additional
rate limits. Notice that all methods are non-intrusive ei-
ther because they use low priority everywhere or require
infrequent probing only. The non-intrusiveness of low prior-

ity packets is especially useful in measuring loss properties
of already-congested hops. All methods do suffer from ar-
guably small inaccuracies due to non-preemption and per-
sistence. For instance, per-hop jitter uses the following ap-
proximation similar to Equation 3.

(Qn(T),Qn(T +1t)) =
(Qu(T+e1)+e1+ e, Qu(T+t+€)) 461 +e).

Here, €1, €; and ez, €5 represent the non-negative noise up to
(and excluding) hop h and from hop h + 1 onwards respec-
tively.

4. DISCUSSION

In this section, we discuss important issues that arise
with our architecture in practice. Due to space constraints,
we outline the important challenges and ways of addressing
them.

4.1 Unavoidable Inaccuracies

Inaccuracies due to non-preemption and persistence are
fundamental and cannot be completely circumvented. We
believe that the simplicity of active measurements along
with the following three reasons for ignoring/eliminating
inaccuracies make our architecture appealing. First, non-
preemption noise can be bounded and is mostly dependent
(see Equation 2) on the transmission time of a maximum-
sized packet on the narrow link of the path. We also pro-
vided some justification why the sampling bias due to non-
preemption and persistent cross-traffic is likely to be small.
We intend to quantify these errors in future. Second, the
CDF of noise from the entire end-to-end path can also be
estimated using Hg-probes (see left plot of Figure 2). Such
estimates can in principle be used to “de-noise” measured
CDFs. Third, the inaccuracies are not relevant in techniques
that do not use high priority.

4.2 Deployment

There are two deployment issues with our architecture.
The first issue, implementing priority queueing, requires only
the necessary configuration options in current routers. This



is because most routers today have implementations of Dif-
ferentiated Services [3] that allow at least three strict pri-
ority queues to be defined. Thus, a network operator only
needs to change the configuration of a router to treat ap-
propriately classified probes with the suitable priority. The
second issue, that of probe packets indicating their priority,
can be achieved in multiple ways. In the simplest case, net-
work operators can just configure certain source/destination
IP addresses and ports for each priority if measurements are
only temporary. For a more permanent deployment, net-
work operators can use any of the Type-of-Service (ToS)
or even, address fields. If end-users need to signal arbitrary
combinations of priorities, more bits needs to be used. How-
ever, given that measurement packets do not need arbitrary
port numbers, we can leverage the 16-bit port numbers in
addition to ToS bits.

4.3 Impact on Normal Data Traffic

One of our stated goals is to use non-intrusive measure-
ments. Techniques that use high priority require very few
probe packets and do not rely on observing queue buildups,
such as in [9]. Techniques which use low priority packets
are, of course, non-intrusive and do not affect existing data
traffic. Therefore, our architecture is not intrusive if used by
network operators internally. But, opening up MFN primi-
tives to end-users, if the operator is motivated to make the
network more transparent, requires a combination of policy
and access control. Policy limiting the amount of probing
traffic is essential if end-users are allowed to use high prior-
ity. Since none of our techniques rely on sending many high-
priority packets back-to-back, using a small queue for the
high-priority packets is acceptable. An additional issue with
allowing end-users access to our primitives is that of multi-
ple simultaneous measurements. For instance, high-priority
probing packets from different measurement streams could
cause undesirable (high-priority) queueing. There are two
ways of solving this problem: (i) End-users infer the pres-
ence of multiple measurement entities by observing losses of
Hg-probes (which are rate-limited and have small queues,
as described above), (ii) Explicit access control mechanisms
are used.

5. CONCLUSIONS AND FUTURE WORK

In this paper, we showed that novel network primitives
based on hop-dependent priority queueing can be used to de-
sign a Measurement-Friendly Network (MFN). We showed
that a variety of performance metrics can be accurately esti-
mated in our MFN architecture. Our architecture has many
advantages including ease of deployment, simplicity and gen-
erality. By the latter, we mean that nothing in our archi-
tecture precludes the use of non-FIFO schedulers for normal
data packets as long as high and low priority with respect
to all data packets is possible. This is a very powerful ad-
vantage given that many access technologies use non-FIFO
queueing disciplines. There are many avenues for future
work. The more immediate ones are related to exploring, in
detail, the various techniques sketched in this paper. In this
context, we intend to quantify the estimation errors due to
non-preemption and persistence. Another avenue for future
work is that of estimating other metrics. Traffic matrix esti-
mation is one such. Though it is a network-wide metric, it is
inherently tied to cross-traffic persistence. We intend to ex-
plore if the dependence between two consecutive hops can be

used to estimate the amount of persistent traffic and there-
fore, also estimate the traffic matrix. It is unlikely, however,
that fine-grained metrics such as flow sizes are going to be
measurable using active measurements.
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